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1. Introduction

This documentation provides an overview of the system architecture and
configuration process, as well as instructions for installing the iSentryMMS plugin
on a freshly installed Windows machine.

2. Architecture Diagram

The iSentryMMS Management Console has the ability to (re)stream video
from cameras to the iSentry platform, providing a complete surveillance solution.
The iSentryMMS plugin works by receiving alerts from the iSentry server via the
iSentry Alert Manager or directly through the HTTP API. These alerts are then
forwarded to the iSentryMMS Management Console, which is an essential
component of the system. Additionally, the iSentryMMS Management Console
gathers data, and the iSentryMMS Monitor is able to display the collected
information.

This bi-directional communication ensures that alerts are sent promptly,
and video feeds are always available for monitoring while not requiring extra
bandwidth to the camera using another stream. The integration between the iSentry
FireFly and iSentryMMS enhances the functionality of both systems, providing a
more efficient and effective security solution.
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3. Prerequisites

- Windows 10 or later, Windows Server 2019 or later;
- Installed iSentry Server;

- Installed iSentry Web Client;

- iSentryMMS 1.27.1.41 or later.
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4. Configuration and Installation

4.1. Installation and Configuration of iSentryMMS Federation

To install iSentry MMS Federation, double-click the installation file and follow the
on-screen instructions.

' isentryMMS Setup Wizard - o

Welcome to iSentryMMS Setup Wizard!

iSentryMMS Setup Wizard

This wizard will guide you through installing iSentryMMS Federation 1.27.1 on your computer.
It is recommended that you close all other applications before continuing.

% Step 1 - License agreement
You must agree to the terms of License agreement in order to continue

- Step 2 - Destination location
Select and confirm the folder where you want the iSentryMMS software to be installed

Step 3 - Select components
Select the components for installation

Select the language to use during the installation process

English v

Cancel
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Read the license and click "Next".

. iSentryMMS Setup Wizard - o %

Step 1 of 3. License agreement

iSentryMMS License Agreement

Please read the following License agreement. You must accept the terms of this agreement
before you can continue with the installation.

EXHIBIT A
END USER LICENSE AGREEMENT

IMPORTANT — READ CAREFULLY: This is a legal agreement between YOU (an individual or
single entity ("you[r]") and Intelex Vision Ltd. and ifs licensors ("Licensor’) pertaining to the
software you are about to install, copy, access or otherwise use, including any documentation
which may be provided therewith (singularly and collectively, the “Software™). Licensor licenses
the Software to you only upon the express condition that you accept all of terms and conditions
contained in this software license agreement (the “Agreement’). You should carefully read the
following terms and conditions before using the Software. By opening the sealed package,
installing, copying, accessing, or otherwise using the Software, you accept these terms and
conditions and understand that they will be legally binding on you. If you do not agree to these
terms, then Licensor is unwilling to license the Software to you. If you do not agree with them, or
do not want them binding on you, you must not install, copy, access, or otherwise use the

Previous MNext Cancel

Next, you need to select a folder.

iSentryMMS Setup Wizard - O B3

Step 2 of 3. Destination location

Select and confirm the folder where you want the iSentryMMS software to be
installed

Where do you want iSentryMMS to be installed?

Setup will install iSentryMMS in the following folder. Click browse to select a different folder.
C:\Program Files\iSentryMMS\iSentryMMS Federation Browse...

Installation requires at least 2.14 GB of disk space.

Previous Cancel
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Next step, you need to select all the components.

< iSentryMMS Setup Wizard - O B4

3. Select components

Specify which components to install

Configure the components of the installation package:

| iSentryMMS Server service
7| iSentryMMS5 Console

v| iSentryMMS Monitor

Select the language to use in the user interface

English L)

At least 2,49 GB of free space is required.

Previous Cancel

After finishing the installation, click on the "Finish" button.

iSentryMMS Setup Wizard - O BB

iSentryMMS Setup Wizard completed!

Wizard completed
Setup has finished installing iSentryMMS on your computer.

@ Step 1. Licence agreement

You must agree to the terms of licence agreement in order to continue

- Step 2. Destination |ocation

Select and confirm the folder where you want the iSentryMMS software to be instal

‘ Step 3. Select components

Select the components for installation

Thank you for installing iSentryMMS software!

|| Finish
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And click on the "OK" button to exit the wizard.

“* Server setup wizard - O B4

3. Success! The server has been set up.

Server setup completed!

The server configuration has been updated.

10
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After that, the setup wizard will appear to configure iSentryMMS. You need to type
in the server IP address. This IP address will be used by iSentry MMS to listen on
the network port.

Server setup

Server name | Federation Server
Server name

Connection | Lan/Internet v
Server connection type

Server port | 60554
TCP listener port

LAN adapter | 192.168.1.22/24 v
Metwaork settings that will be used for connections inside local network.

Internet IP address | 192.168.1.22

Internet

QK Cancel
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And you need to activate the iSentryMMS server using one of the offered methods.
“* isentryMMS activation - o

Step 1. Select activation type

Activation types:

® Activate existing licence key

You should have a valid licence key from your service provider

Offline activation via licence file

You should have a valid licence file provided by iSentryMMS Support

Exit

After activating, you will run the iSentryMMS Console. You need to type the
username "admin" and click on the "Connect" button.

Login - -

Server

localhost

IP address or host name of the server

Username

admin

Username

Password

Switch to advanced mode Connect Cancel
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The system will offer to set up a password. You only need to fill in the "New
password" and "Repeat password" fields and click on the “OK” button.

Q, Change password = -

Change password

Old password

5

New password

Repeat password

Domant Fmce

Cancel
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After that, the system will show the master to set up the system. You need to skip
this step by clicking on the “Exit” button.

isentryMMS Console Setup Wizard - O RS

Welcome to Setup Wizard.

iSentryMMS Console Setup Wizard

Setup Wizard helps you to easily configure iSentryMMS Console
Just follow the wizard's step-by-step process.

iSentryMMS Setup Wizard steps:

wl» Step 1 - Servers Auto Discovery

wamge=  Search for servers with iSentryMMS software installed

-‘ Step 2 - Devices and channels
Search for devices, apply recording settings to channels and set up security groups

Step 3 - Users
Wallk-through dialogues for setting up security groups and users

Step 4 - Events and actions
Automatically assign common events and actions

Please turn on all servers with iSentryMMS software installed and press below button

Launch 5Step 1 - Servers Auto Discovery

Launch iSentryMMS Monitor Exit

14
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4.1.1. Adding a camera to the iSentryMMS Management
Console

Eventually, you can see the configuration console of the iSentryMMS Management
Console. The next step is to select "Devices" in the left menu and create a new
device.

iSentryMMS Management Console - localhost:60554 - Federation Server - o

@ Configuration > Devices admn -

Configuration

= Servers

@ Networks

[ External services
[ Failover dusters
&L users

W4 Devices

B Channels

@ Recording

@ Maps

[ Layout templates
M Layouts

=2 Video walls

[f} Configuration
% Events & Actions
2 Monitoring

W Aude

Type the camera name and select the camera model. Click on the "Select model"
button and choose the "Rtsp compatible" or “Onvif Compatible” model,
depending on your camera capabilities. Onvif will allow you to modify the stream
settings like Bitrate, Resoution, Frames per second, etc on the primary and sub-
streams.

15
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W4 Device Cameral*®

Device

# Details*

& Membership
& Network @)

B Channels®

- n I
Title

Cameral

Model

4 (Generic) RTSP Compatible Select Model
Server

&8 Federation Server

Change.

Apply oK Cancel

After that, you need to click on the network tab, fill in the camera's IP address, fill

out the available RTSP port (default 554) if applicable, and fillin the username and
password for the camera.

4 Device Cameral®

Device

& Details*

.-!‘. Membership
& Network”

T Channels®

Usemname

-

Secure connection

vl Enter password

You can check the camera availability by clicking on the "Ping device" button.

Etele)(xﬂsmn

SEE BEYOND

Open device in browser

Ping device

Apply OK Cance
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L) - 0
Device

& Details*
Host
M\ Membership 192.168.1
@ Network*
Port
M Channels* .
554

..... Request completed successfully

0 192.168.1.23 completed successfully, roundtrip time Oms

Apply oK Cancel

And after that, you can close the modal window and click on the "OK" button to
finish setting up the camera. The new camera will be added to the list of cameras.

ISentryMMS Management Console - localhost:60554 - Federation Server o S

Configuration > Devices

Configuration

i Newdevice ||~ | Edit Assign group View channels W | % 1selected =3

= Servers

& Networks ¢ Cameral 2= Federation Server (Generic) RTSP Compatible 192.168.1.23 554
[ External services
B Failover clusters
& Users

4 Devices

T Channels

@ Recording

@ Maps

B Layout templates
M Layouts

me Video walls

Configuration
% Events & Actions
2@ Monitoring

>
N Audit

Recently added, 1 Devices, 1 Structured view

After adding a camera, you can check the status of the camera by selecting
“Channels” and clicking on “Show video.”

17
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Configuration
4 Create channel group Edit Assign main stream recording configuration |+ Assign group Disable Create replication X 1 selected B
= Servers - - -

& Networks B Camera? WM Camera? 3 Federation Server 192.168.123 80 enabled BDefautt
& External services

[ Failover dusters

& Users

@ Devices

1B Channels

@ Retording

@ Maps

B Layout templates

M Layouts

If the configuration is correct, you will see a video from the camera.

= L=l o
plication She

NG CONFIGURATIOI

== Create channel grot =

TITLE DEvice | Camera2

Bl Camera2 @4 Camera 2]

V| Maintain aspect ratio Use low resoultion stream

OK
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After that, you will need to set up recording settings. These settings are needed to
see archived videos with video analytics events. To do this, select "Channels" in
the left menu, then select Cameras and click on "Edit".

@ Configuration > Devices > Camera2

Configuration . - - .
o Create channel group Edit Assign main stream recording configuration = Assign group Disable Create replication Show video ® 1 selected

= Servers

@ Networks B Camera2 M4 Camera2 2B Federation Server 192.168.1.23 80 enabled
B External services

B Failover dlusters

A Users

B4 Devices

@ Recording

@ Maps

After that, to change the recording configuration, click on the “Change” button.

=] -0
Channel

# Details
% Members

& Membership

Main stream recording configuration
of§ Permissions

none Change
# Motion detector t 1 . .

. Main stream storage
£2) Video analytics

@ Detauit Change.
1 Audio t
] Inputs Substream recording configuration

none Change.
[ Outputs
[ Channel configuration Substream storage

B Defaut Change,
[ video overlays = -
B Devarp Record supplementary streams with substream

VCA C
15
Related items ~ oK Cancel

Add a new recording configuration. In the future, you can select this configuration
foryour cameras.
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Available recording configurations

@ Continuous recording Recording configuration

@ No recording Recording configuration

@ Recording by motion Recording configuration

&= New recording configuration OK Cancel

Type the name of your configuration, select the maximum size of your
archive and indicate how long you would like your archive to be saved for. Then,

after saving the configuration, click on the "OK" button.

20
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Recording configuration

# Details®

Title

RecordingProfile1

Recording profile as seen by others

Controlled by

& Continuous recording Change...
Profile or schedule

Prerecording interval

10
Time interval [0..60] to keep recording before alert was signalled in seconds (default is 10}
Amount quota (GB)

100

Maximum amount of data to be kept in stored archive. Leave 0 to disable amount quota.
Duration quota (days)

30

Number of days to keep stored in archive footage. Leave 0 to disable duration quota.

Apply oK Cancel

After that, choose your configuration and click "OK".

=

Channel
# Details*

2 Members
B Membership
o) Permissions

Change

¥ Motion detector

7 Video analytics .

B Default Change.
W Audie
3] Inputs Substream recording configuration

none Change.
[ Outputs

Channel configuration

Change.
Bl Video overlays
B Dewarp
ts Data

d ne

5

Passive mode

Recording identifie
Related items ~ Apply oK Cancel

For each camera, you need to allow the saving of video analytics data. To do this,
select "Channels" in the left menu, then select Cameras and click on "Edit".
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@ Configuration > Devices > Camera2

= Servers

Configuration
o Create channel group Edit Assign main stream recording configuration  ~ Assign group Disable Create replication Show video X 1 selected

® Networks B! Camera2 WM Camera2 = Federation Server 192.168.1.23 B0 enabled
[ External services
B Failover dusters

L Users

W4 Devices

@ Recording

@ Maps

Openthe "Video analytics" settings menu on the left-hand side of the modal window.
You will see three options there: "Camera-side metadata", "External metadata" and
"External service metadata". Enabling these options is necessary to save alert
information on video in iSentry MMS Monitor.

B Channel Camera2 - =
Channel

# Details

External metadata sources

2 Members
i Camera-side metadata

.-!-. Membership

¥ External metadata
-ﬁ Permissions .

tadata from external URLs [other external

# Motion detector ¥ External service metadata

~, Video analytics * .
Software video analytics

Audie
4 Audio Enable server-side VA
3 Inputs ot d

Detector
[ Outputs

none v
Channel configuration L
Video overlays ) !

1 stream will be use
B Dewarp Configure zones and rules
Classes

Detection interval

Object loss timeout

Scene dynamics v

Related items ~ OK Cance!

Click on the "OK" button. These settings need to be enabled for each camera.

4.1.2. Configuration of iSentryMMS Monitor

22
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The iSentry MMS tool is the main tool for operators to monitor cameras and
events. In this section, you need to set up the program.

Local Server

Connect Disconnect

Before setting up a connection to the server, you need to find “Connection
(1 server)” in the top right corner of the program and click on it.

23
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= Connection (1 servers) = File Edit View Tools Help

Connections

& sen

Fillin the required fields with the IP address, username and password of
the iSentryMMS Server, then check the "Remember password" box and click on

24
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the "Save" button.

Edit "Local Server"

Domain name

O Multicast mode

Click on the “Connect” button.

Connections

& Server Assign to group

= Local Server

After that, you will see a live camera view.
25
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DESKTOP-E2QUPMF (Display 1

[> Playback 15E Sequence [— S [] Library  [ole Reports = Connection (1 servers)
L oc gt o

T Channels

4.1.3. Configuration of CrossLink in the iSentry MMS Console

To add external web pages to the iSentryMMS Monitor interface, open the
iSentMMS Console and navigate to the "Cross Links" section. Click on the "New
CrossLink" button.

26
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iSentryMMS Management Console - localhost:60554 - Federation Server - o= B4

@ Configuration > CrossLinks

Configuration m %
B} Failover dusters -

L Users

W4 Devices

B Channels

@ Recording

@ Maps

& Layout templates
™ Layouts

=22 Video walls

B} User buttons

@ \isual groups

(8 Configuration
4 Events & Actions
& Monitoring

W Audit

The model windows will open. Type in the title, address of the webpage and check
the three boxes with additional settings.

27
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&3 CrossLink iSentry*

CrossLink

& Details*

= & I
Title
2. Membership =

of§ Permissions

«! Ignore certificate el

v Allow file download

v| Show in a dedicated tab

The same procedure can be followed to add the iSentry WebClient page to
the system. When you open the iSentryMMS Client, you will see two tabs at the top

of the page with the added web pages. Click on one of the tabs and the
corresponding web page will open.

i?\mlo)gvfnsmn

iSentryWebSettings Login

28
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4.2. Installing and configuring iSentryMMS Plugin

4.2.1. Uninstall previous version

If you are installing iSentryMMS Plugin for the first time on a new machine,
please skip this step. If you have already installed iSentryMMS Plugin, uninstall the
previous version before installing the new one.

4.2.2. Install the standard iSentryMMS Plugin

Double click the installation exe file and allow the setup wizard.

f_ Setup - iSentryMMSPlugin version 1.0.0-20240701a —

License Agreement
Please read the following important information before continuing.

o1,

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

END USER LICENCE
AGREEMENT

Effective as of June 2023

Table of contents

* END USER LICENCE AGREEMENT

QI accept the agreement
()1 do not accept the agreement

29
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Select installation location.

j"_ Setup - iSentryMMSPlugin version 1.0.0-20240701a — x

Select Destination Location

Where should iSentryMMSFlugin be installed?

[ ]] Setup will install iSentryMMSPlugin into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse...

Atleast 31,5 MB of free disk space is required.

[‘_ Setup - 15entryMMSPlugin version 1.0.0-20240701a — *

Select Start Menu Folder

Where should Setup place the program's shortcuts?

o—
87— Setup wil create the program's shortcuts in the following Start Menu folder.

o—

To continue, dick Mext. If you would like to select a different folder, dick Browse.

SentryMMSPlugin Browse. ..

30
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i— Setup - iSentryMMSPlugin version 1.0.0-20240701a — *

Ready to Install
Setup is now ready to begin installing iSentryMMSPlugin on your computer,

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Destination location: A
C:\Program Files\Intelex\jSentryMMSFlugin

Start Menu folder:
iSentryMMSPlugin
v
4 »
f_ Setup - iSentryMMSPlugin version 1.0.0-20240701a = *
Installing
Please wait while Setup installs iSentryMMSPIlugin on your computer.

Extracting files. ..

Cancel
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Next, the utility for configuring the iSentryMMS will appear. Using this tool,
you can check the connection and configure the iSentryMMS Plugin.

You will need to provide some information, including your username,
password (which you created when creating a new Windows user), and the
hostname (for a local installation, use 127.0.0.1). After that, click "Check
Connection" to verify your connection.

General iSentryLocal iSentryGiada

Configuration Settings

Save only

iSentryMMS
Usemame: admin
PO,
192.168.1.22
8080
Check iSentryMMS

+ Add iSentry

Save Config

Using the following settings, you can control the behavior of the iSentryMMS

e “Save only escalated” - this option allows you to save only events that have been
escalated in the iSentry system.

e “Save detected objects” - this option allows you to show all detected objects in
the iSentryMMS monitor video frame.

e “Save rejected events” - allows you to save events that are rejected by the
iSentry system.

32

Etele)(xﬂsmn

SEE BEYOND



iSentryMMS can interact with iSentry systems to retrieve events, while
iSentry can connect with iSentryMMS to receive video streams. Each iSentry system
is registered as an external service within the iSentryMMS management console.

To add a new iSentry to the system, click the "Add iSentry" button. This will
open a dedicated tab for iSentry integration settings. In this tab, you can configure
iSentry credentials and check its availability. Ensure all fields in the form are
completed. Additionally, you can link cameras in iSentryMMS to iSentry by selecting
them from the list.

General iSentryLocal

External Service configuration: Delete
External senie name: iSentryLocal

iSentry Host:

iSentry Port:

Using HTTPS:

Check iSentry Export to CSV

Active D Mame
1 CameraFire

2 Axis2

Save Config

After configuration click “Save & Restart” button.
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Completing the iSentryACSPlugin Setup
Wizard

Setup has finished installing iSentryACSPlugin on your computer. The
application may be launched by selecting the installed shartouts.

Click Finish to exit Setup.

After saving, the tool will automatically close.

To check the status of the iSentryMMS Plugin, open Windows Task Manager.
From there, navigate to the "Services" tab and look for the iSentryMMSPlugin entry.
The service should be running. Start this service if it’s not running.

Q  iSentryMMS

Services H@ Run new task O stop

Processes MName ) Jescription Status Group

s SPlugin is SPlugin Running
Performance

App history
P Startup apps

Users

Details

Services

€3 Settings

34
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4.2.3. Configure iSentryMMS

After installation and initial configuration, you should verify the settings by
opening the iSentryMMS console. Each iSentry is registered as an external service
in the system. To view the list of external services:

- Open the iSentryMMS console.
- Navigate to the Configuration section.
- Click on External Service to see all available external services.

iSentryMMS Management Console - localhost:60554 - Federation Server

@ Configuration > External services

Configuration 1
4 MNew external service group |~ Edit [l | % 1selected

= Servers

& Networks [ iSentryLocal none

& External services

B Failover dusters

& Users

W4 Devices

B Channels

@ Recording

Maps

= Layout templates

M Layouts

=2 Video walls

@} User buttons

@ Visual groups

&8 CrossLinks

@ Live podcasts

B8 Data sources

B8 Data channels -

[ confiquratior
% Events & Actions
B Monitoring

W Audic

External services. 1

35
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After double-clicking on an external service, the main page will open,
allowing you to change the service name and configure the service group (necessary
for setting up event rules).

BT External service isentryLocal - o
External service

# Details
Title
4 Events and actions
SentryLoca|
&5 Related resources s
Server
none Change.
Group
none Change.

oK Cancel

Next, check the "Events and Actions" tab. Events and rules from the iSentry
system should appear here.

[ External service iSentryLocal - o
External service

# Details
Events Actions
4 Events and actions
&5 Related resources Action -
DeFence
Density

Dismiss Environmental: No items of interest [Daytime Only] (OM.TW.UB]
Dismiss Other: pet or bird detected [Daytime Cnly] (OM, TW, UB|
Entering

Escalate to Alarm: non-compliant face mask (OM, TW, UB)

Escalate to Alarm: person detected (OM. TW. UB, LO. DF)

Exiting

Fire

High Priority: group of people detected (OM. TW, UB, LO. DF

High Priority: person detected (OM, TW. UB, LO, DF)

LeftObject

Low Priority: animal - pet or bird detected (OM, TW, UB,

Low Priarity: dog walker - person and pet def

Low Priority: environmental - No items of interest detected (OM.TW.UB)
Speed
Trex

Tripwire

OK Cancel
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Finally, on the "Related Resource" tab, you should see the camera that you
linked with iSentry during the configuration step.

[} External service iSentryLocal e
Bxternal service Related resources
& Details
Resources
# Events and actions .
== Related resources = CameraFire Channel
OK Cancel

After verification, create a new group and link it with the external service. This
group will be used to define rules for how events are processed in iSentryMMS. To
create a new group, click the "New External Service Group" button.

)

iSentryMMS Management Console - localhost:60554 - Federation Server

®

Configuration > External services

Configuration
== New external service group |~ Edit m] X 1 selected

= Servers
@ Networks [ iSentryLocal none
[ External services

B Failover dusters

& Users

B4 Devices

T Channels

@ Recording

@ Maps

Set the group name, and click the "OK" button.
37
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& Details®
Title

Permissions .
'ﬂ |>ernﬂ,G’oLcl

External service group iSentryGroup* - D
External service group

Apply oK Cancel
After saving, the group should appear in the list.

iSentryMMS Management Console - localhost:60554 - Federation Server

@ Configuration > External services
Configuration X

= MNew external service group |~ Edit ® 1 selected
= Servers
TITLE GROUP SERVER
& Networks [ iSentryLocal none

[ External services iSentryGroup

B Failover dusters
X Users

B4 Devices

B Channels

@ Recording

Select the external service from the list, open it for editing, and link it to the
newly created group. To do this click on the “Change” button next to the Group

field.
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[ External service iSentryLocal - o
External service
# Details

Title

iSentryLocal

&5 Related resources External service tit

4% Events and actions

Server

none Change...
Server (if none is selected the external service will run on central server

Group

none Change...

oup towhich the external service belongs

OK Cancel

Select the group and save the changes.
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=7

- B
External service

& Details

Title
f Events and actions

iSen

Select group - o
& Related resources Q
=
_l
Serv

"M Available groups

Grou
none

. iSentryGroup External service group

== New external service group oK Cancel

OK Cancel

The related group information should appear in the external service list.

iSentryMMS Management Console - localhost:60554 - Federation Server

@ Configuration > External services

Configuration

4= New external service group |~

Edit | || [ | X 1 selected
= Servers
TMLE GROUP
& Networks [ iSentryLocal iSentryGroup
[ External services iSentryGroup

B Failover dusters
X Users

W4 Devices

B Channels

@ Recording

@ Maps

After setting up the group, you can create specific rules to handle events. To
do this, open the "Events & Actions" tab in the bottom-left corner of the window, and
select the "Rules" section. On this page, you will see the applied rules.
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iSentryMMS Management Console - localhost:60554 - Federation Server

@ Events Actions > Rules

Events & Actions

Server | &= Federation Server Change... Open configurator

% Events

B Actions

¥ Global events
() Conditions
B Counters

& OPC

P Indicators
B Variables

& Tags

o] Subjects

Configuration

4 Events & Actions

R Monitoring

WY Audit

To create and configure rules, click on the "Open configurator" button.

On this page, select a camera and click on "Event" to create a specific
event from external service.
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Evass a Rules Q Actions

< Expana / Cellapse list < Expand / Collapse fist < Expand / Collapse st

« T cameraz

+ B Comerafire

External event 1

Cancal

From the list, select "External service event

F 2 - o

Event
& Details*
Event type
Digit;
L ‘gl " Select event type - B
Title
Camy
. Available event types
Sourd # I Channel related (3) ="
B VCA event
Event triggered by device-side analyt per
Digit] “ I External events (5)
nong Event triggered by Modbus device
t red by MQT fica
Digiy e e B e tenton
s External service
oital Event received from LPR, FR, or via HTTP AP

External

RL trigger by event

SMS message received

The ser € ed al ning sk g

4 [ variables and counters (4) "
OK Cancel
Apply oK Cancel

Select an external service group for events.
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% Event Axis2 External service* - B
Event
& Details* @
Event type
External service Change...
t t st of possit nt t
Title
Axis? Bxternal service
= .
Source

B Axis2 Change...

Service group
none

Target event

inone v e

Apply oK Cancel

Select the target event type and set the event title.

% Event FireEvent* - B
Event
& Detils*
Event type

External service Change...

elect event type fro st of possible event type
Title

FireEvent

Event name
Source

T CameraFire Change...

Service group

iSentryGroup Change...

te groug
Target event

none v o
Action

DeFence

Density

Dismiss Environmental: No items of interest [Daytme Oniy] (OM,TW,UB)
Dismiss Other: pet or bird detected [Daytime Only] (OM, TW, UE)

Entering

Escalate to Alarm: non-compliant face mask (OM, TW, UB)

Escalate to Alarm: person detected (OM, TW, UB, LO, DF)

Exiting

Fire

v Apply oK Cancel

After saving, the event will appear in the events list, and you can associate it
with an action in the media server.
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Events Q Rules Q Actions Q

¢ Expand / Collapse list € Expand / Collapse list

- B nnsa

Generate slert

+ Event Edit event V) = = + Action

Cancel

You can now create actions. For example, create an action with a bookmark
for a custom event. To do this, click the "Action" button on the right part of the page
and in the list select “Create bookmark”.

» - o
Action

# Details* )

Action type

Wity

.Selectactiontype - O B4
100 T e —————————————

Writg
- Available action types
Log | + [ notifications (8) =
Send MQTT notification

d notifica 2 MQTT protocol

Send SMS

end SMS notificat a pre-defined GSH er
4+ [ Recording (3)

Activate main stream recording profile

hange target channel re 1g profile for the

Activate sub-stream recoding profile
target nel re ng profile for th ry streal

Create bookmark

Add a bookmark with custom description and severity level
4 [l other (5)

External service

OK Cancel

Apply oK Cancel
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Set the bookmark name. You can use a template to include specific
information. For example, configure the template to include details such as the
event type, event time, event date, etc.

# Action FireEvent* - O
Action

& Details* ~
Action type

Create bookmark Change..
Title
FireEvent
Target
=2 Federation Server Change...
Bookmark title Insert field
FIRE! | {EVENT_ID,
{EVENT_TITLE
{EVENT_SOURCE_ID}
Description {EVENT_SOURCE_TITLE}
{ADDITION_INFORMATION} {EVENT_UTIME}

{EVENT_UDATE}

{EVENT_TIME

{EVENT_DATE
{EVENT_TIMESTAMP
{EVENT_TIMESTAMP_UNIX_MS
{ACTION_ID}

{ACTION_TITLE}
{ACTION_TARGET_ID)
{ACTION_TARGET_TITLE

Severity
{ACTION_PARAMETER ID}
P Info {ACTION_PARAMETER_TITLE}
B ’ t {ADDITION_INFORMATION
Request user description (VALUE} v

{CHANNEL_RECORDING_ID})

Apply OK Cancel
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Save the action, and create a relationship between the event and the action.
To do this, double-click on the event and then double-click on the action in the right
part of the page.

Events and ad! ator - o JE

Events Q Rules Q Actions Q
C Expand / Collapse st < Expand / Collapse st © Expand / Collapse list

+ Bla

W target channel {8 CameraFire

) Condition D) Schedule |FB Delay timer Resat

<+ Event Edit event M Target channel + Adion Edit action

oK Cancel

Click "Save" to save the configuration. The created rules will then appear in
the list of rules.

W
a
w

& T

%] Subjects

8 Configuration
£ Events & Actons
& Montoring

W Audt
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After that, all events accosiated with your rules will be registered in the system,
and iSentryMMS Monitor will display the bookmark.

) = 3
11-08-2022 0450217 PH

L]

. A 2
; 5

5/00/2024 3:1303 PM
AlertTy
h
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4.3. iSentry Server

4.3.1. Importing camera settings

You <can use the Windows search function to find the
iISentryMMSPluginConfiguration tool. Using this tool, you can easily export all the
cameras to the iSentry system from iSentryMMS.

Work Apps Documents Web Settings People P IntelexVision

Best match

iSentryMMSPIuginConfiguration v,
l n App = 2 ‘

Search work and web iSentryMMSPluginConfiguration

App
iSentryMMSPluginConfiguration -

See work and web results
@ Open
B oOpen file location

9 Pin to Start

) yMMSPluginConfiguration
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Using the iSentryMMSPluginConfiguration tool, you can set up external
services foriSentryMMS, export data from iSentryMMS to a CSV file, and upload that
file to the iSentry system. Select the iSentry server to which you will import the
cameras, click the "Export to CSV" button, provide a filename, and click "Save".

General iSentryLocal iSentryGiada
External Service configuration:
External se
iSentry Host:
iSentry Port:
Using HTTPS:

Check iSentry Export to CSV

Active ID MName

v 1 CameraFire

D 2 Axis?

Save & Restart
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General iSentryLocal iSentryGiada
External Service configuration: Delete

vie name: iSentryLocal

Check iSentry
& 3 v 4 | B> Deskiop
Active

Organize « New folder

v

| ownloads -
- = l .'.”
D f Music

BB netwo rk-optix-pluginx-1.0.1-2024

Pictures

B RELEASE

b
a
- |

Videos NET_API
BB batchar

B This PC
- @ genetec
= Wind
File name:

Save as type:

» Hide Folders Cancel

Save & Restart
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After that, open the iSentry website, click on the "Start Camera Wizard
Setup" button in the iSentry Web settings, and follow the steps to complete the

setup process.

Select “LET’S START” button

11.3920.104 AM  nam
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You need to load the generated CSV file.

TrteleXyision

Import your cameras
from g

£ CsvELE or £ FROM SETTINGS or 4 ADD NEW GAMERAS

And then follow all the steps.

friteleXyision

Frtelexyision

Select a preset or a custom schedule

Typical
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These next steps will enable you to bulk set up
configurator, camera sensitivity and rules for each

of your groups below.

To learn more about this topic, please refer to Chapter 4.0 "Camera Wizard
Setup" of the iSentry Web Setting documentation.

After configuring the camera, you will also need to set up escalated events
in Section 3.2.1, "Alert Actions" in the "Web Settings User Manual". These settings
will determine which types of events should be sent to external systems, such as
the iSentryMMS. By default, only escalated events will be sent to this iSentryMMS.
If you want to receive all events, you can change the value of "Save Only Escalated"
in the iSentryMMS Plugin configuration file to false (refer to “4.3.2 Install the
standard iSentryMMS Plugin”).
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4.4. iSentry Web Client

To configure the iSentry web client, please refer to section "3.4.3 Integrators
Management" in the documentation "Web Settings User Manual". However, you
should change the default 8080 frontend port, because this port number is used by
iISentryMMS as an HTTP API port.
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4.5. How to view alert on iSentryMMS Monitor

To view events in iSentryMMS, click on the events button in the top right corner of
the program.

= Connection (1 servers)  File
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By clicking on an event, you can see the events on the timeline.

If the system detects any faces or license plate numbers, these sections will
appear at the top of the page: LPR and Faces.

[> Playback 35F Sequence  [oF] Smart Search  /\ Alerts Library [0l Report

™ Observing » Default layout » Cameral

You will need to configure the view of the LPR or faces. This operation needs to be
done for the LPR and face sections. To do this, open the section and click on the
plus button in the left top menu.
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After that, click on the search button on the right side of the page to events.

Search interval

1/04/1819 | B4 09:42:58

Attnbutes
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5. Advanced Configuration

5.1. Change default iSentryMMS HTTP API port number.

To prevent potential port conflicts, we strongly recommend changing the
iSentryMMS API port. By default, ISentryMMS uses port 8080 for public HTTP API,
which can sometimes cause conflicts. Changing the port can help avoid these
conflicts. To do this, open the iSentryMMS Console and select the servers in the left
menu. Select the server and click the "Edit" button.

Configuration > Servers

Configuration
ig @x 1 selected )
TILE LOCALIP LOCALVMSPORT LOCAL HTIP PORT INTERNETIP INTERNETVMS POF (TERNET HTTP PORT RECOGNITION HISTORY DB

= Server 60554 8080 ERBuilt-in

[ External services

[ ]

In the modal windows select “Connections” item and change the HTTP port

value from 8080 to any free port number. After making the changes, click on the
"OK" button.

= - o B3
SEEYEr Connections
& Details
VMS port
2. Membership 60554
of§ Permissions
Enable multicast mode
® Connections*
& Watchdog Client-server connection encryption
none 37
8 storage -
& Security policy
HTTP port
& Two-factor authentication 9384
* Authentication providers .
Enable HTTPS
M Audit policy '
B External databases SNMP port
M Bookmark policy
B NTP Server SNMP community
& Push notifications
RTSP port
Apply OK Cancel
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